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Mig vac onepauii #BleedingBear (kibepaTaku Ha yKpaiHCbKy

iHppacTpykTypy 13-14 CiyHsA) BUKOPUCTOBYETLCS LLKIAANBUIA KOA, AN

3HMLLIEHHSA gaHuX. LLKianMemiA Kog i3 cXoxumMm GyHKLiaMKu 6yno
3acTocoBaHo nig Yac atakn NotPetya y 2017 poui

#HonepauiaBleedingBear #BleedingBearOperation #cyberattack
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SHA-256

stagel.exela196c6b8ffcb97ffb276d04f354696€2391311db3841ae16c8c9

f56f36a38e€92

stage2.exeldcbbae5alc61dbbbb7dcd6dc5dd1eb1169f5329958d38b58c3f

d9384081c9b78
CMD

cmd.exe /Q /c start c:\stagel.exe 1> \\127.0.0.1\ADMIN$\__[TIMESTAMP]
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Lkinnuee M3 BXe BU3HAYAETbCS aHTMBIpYyCaMM 9K
DoS:Win32/WhisperGate.Aldha Ta
MSIL/TrojanDownloader.Agent_Agen.FP.
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#onepauisBleedingBear #BleedingBearOperation #kibepaTtaka

#cyberattack #Ukraine #YkpaiHa #BleedingBear
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Y pasi BUaBneHHsa cnpaLoBaHb 3a LMMKW Ha3BaMu abo iHLWIMX iHOMKaTOpIB,
/19 CKOOPAMHOBAHOI0 pearyBaHHs HeraHo noBigoMTe Npo iHUMAEHT

HKLK report@ncscc.gov.ua

#onepauiaBleedingBear #BleedingBearOperation #kibepaTaka

#cyberattack #Ukraine #YkpaiHa #BleedingBear
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