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Deep Dive into the Elephant Framework — A New Cyber
Threat in Ukraine

At the beginning of the invasion of Ukraine, we released a security advisory with recommendations
based on different risk tiers. Since then, our Threat Intelligence (TI) and Managed Detection and
Response (MDR) teams have been actively monitoring the situation and identifying active threats. Not
surprisingly, the highest risk group contains businesses and organizations located in Ukraine, especially
government entities and critical infrastructure.

One of the groups actively engaged in pro-Russian cyber-attacks is UAC-0056. This group has been
active since at least March 2021, and its primary objective seems to be cyber espionage with a focus on
key state sectors. Other names for this group are Lorec53, UNC2589, EmberBear, LorecBear,
BleedingBear, SaintBear, and TA471.

This group has been associated with attacks using OutSteel and GraphSteel stealers (malicious software
designed to steal data). OutSteel was written in the Autolt language, while GraphSteel was written in the
Go language (often referred to as Golang). While both languages are known for their ease of use, Autolt
is a simpler language often used by system administrators and scripters. The behavior of Go-based
GraphSteel is also more sophisticated — while its primary purpose is harvesting credentials, it is also
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currently. The original announcement by the Computer Emergency Response Team of Ukraine (CERT-UA)
regarding GraphSteel indicates an average level of certainty for attribution to UAC-0056.

For the rest of this report, we will focus on attacks involving the use of GraphSteel malware. GraphSteel
is part of the Elephant Framework — a collection of tools also written in the Go language and deployed in
a recent wave of phishing attacks on . gov.ua targets. Recently, three different attacks have been
observed which relied on the Elephant Framework:

e February 11th, 2022 - SentinelOne detected an attack with fake dictionary software
e March 11th, 2022 — CERT-UA reported an attack with fake antivirus software
e March 28th, 2022 — CERT-UA reported an attack with an “Unpaid wages” email subject

Anatomy of an Attack

In all known Elephant Framework attacks, the spear-phishing tactic was used for initial compromise. The
group demonstrated a good knowledge of social engineering techniques, with emails originating from
spoofed Ukrainian email addresses. Email subject and body would often use trending themes (COVID) or
use official-looking text.

In one of the emails, the threat actor included recommendations for effective security controls after
warning about intensified computer attacks by the Russian Federation, including recommendations to
use email and web traffic filtering, avoid the use of 3rd party DNS servers, and provide a briefing to
employees about possible phishing attacks. This “helpful” email cleverly embedded a link to a malicious
payload (masquerading as a recommended antivirus tool).

A few different techniques were used to execute the malicious launcher. In this example, the link to the
malicious download is included in the body of the email. In other cases, an attached Excel spreadsheet
with embedded macros was used.

Launcher Component

There are a few different variants of launchers for GraphSteel that we have seen to date. In the case
reported by SentinelOne, the downloaded launcher was a Python script converted to an executable
(using pyinstaller). In the other cases, the launcher was written in the Go language like the rest of the
Elephant Framework with the launcher’s name varying depending on the attack.

Why might threat actors choose the Go language, which is not a mainstream programming language, for
this malicious software? Potential reasons include:
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Elephant Framework; for example, for AES cipher, generating_a unique client ID, or Coldfire (a malware
development framework for Golang).

The launcher does not have the malware payload embedded — instead, it acts as a combination of a
downloader and dropper. Upon execution, the launcher connects to the command and control (C&C)
server, downloads the malware payload encoded as base64 string, saves it to the local disk and then
executes it. The address of the C&C server is hardcoded in this executable and, in all recorded cases, the
file dropped by this executable is named Java-sdk.exe.

Downloader Component

Java-sdk.exe acts as a downloader of the Elephant Framework and, as you probably are expecting by
now, is written in the Go language. It uses a similar technique as the launcher - first connecting to a C&C
server, then streams a string encoded in base64 which contains the malicious payload, saves it as an
executable to disk, and executes it. The address of the C&C server is not embedded - it is provided by
the launcher as a base64 (AES (<C&C>) ) argument. Two different malware files are downloaded -
GraphSteel (Microsoft-cortana.exe) and GrimPlant (Oracle-java.exe) which are automatically
executed. GrimPlant is a relatively simple backdoor that allows remote execution of PowerShell
commands. GraphSteel is used for data exfiltration of credentials, certificates, passwords, and other
sensitive information.

This downloader component is also responsible for establishing persistence by creating a registry value
Java-SDK under the registry key
HKEY CURRENT USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\.
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Typical flow of an attack based on the Elephant Framework

This covers our findings for the initial phase where the Elephant Framework is deployed to the
compromised machine. In the next section, we will look in more detail at the core components of the
Elephant Framework, GrimPlant and GraphSteel. Both implants are written in the Go language,
comprehensive research is available from Intezer.

GrimPlant (Backdoor) Component

GrimPlant’s primary purpose is to allow a threat actor to execute PowerShell commands remotely. The
address of the C&C server is provided by Java-sdk.exe using the command line parameter -addr.
This address is not provided in plain text, instead, it uses the same base64 (AES (<C&C>) ) syntax as
the downloader.

Communication with the C&C server uses port 80 and is based on gRPC — an open-source Remote
Procedure Call (RPC) framework, originally designed by Google. The communications are encrypted with
TLS, with the certificate hardcoded in the binary.

After establishing a connection to the C&C server, GrimPlant sends a heartbeat message every 10
seconds. Included in the heartbeat message is information about the infected endpoint
(uploadSystemInfo function):

e Operating System — Hostname, operating system, number of CPUs
e |P Address — Runs a query to api.ipify.org to retrieve a public IP address
e User Info — Name, username, HomeDir
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is retrieved using the same method as GrimPlant. All communication is encrypted using the AES cipher
on port 443. To communicate with the C&C server, it uses WebSockets and the GraphQL query language.

Below are the functions used by this malware:

» getFileHash() — Checks if the file has been uploaded on the server

» getPublicKey() — Generates a random public key and receives a secret used to derive an AES key for
subsequent communication

e uploadChunk() — Uploads files in chunks

» ping() — Sends client ID to the C&C server

 uploadSysteminfo() — Uploads information about the infected machine. Same implementation as
GrimPlant

» uploadCredentials() — Uploads credentials harvested from an infected machine

The malware runs two routines to communicate with the C&C server:

e Heartbeat every 20 seconds
 Exfiltration routine every 20 minutes

The exfiltration routine:

* Sends information about the infected system using the uploadSystemInfo () function
» Exfiltrates files using uploadChunk () function
o Files are exfiltrated from folders Documents, Downloads, Pictures, Desktop and from all
available drives (D:\ to Z:\)
o Limited to files that are smaller than 50 MBs and have one of the following extensions: . txt,
.doc, .xls, .ppt, .docx, .xlsx, .pptx, .ovpn, .ssh, .zip, .rar, .7z,
.jpg, .png, .gif, .webp, .avi, .mkv, .mpg, .mpeg, .3gp, .Csv, .json,
.crt, .key
» Harvests credentials and exfiltrates them using the uploadCredentials () function. Credentials
and other sensitive information are extracted using different methods and from various locations:
o Wifi passwords
o Chrome and Firefox credentials
o Credentials from the password vault
o Credentials from Windows Credentials Manager
o SSH sessions from Putty, Mobaxterm, openSSH, and Filezilla
o Thunderbird
Exfiltration of wifi passwords is done by parsing output from netsh wlan show profiles, followed
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CONTACT AN FXPFRT

Windows.Security.Credentials.PasswordVault;$vault.RetrieveAll() | % {
$ .RetrievePassword();$_} | Select UserName, Resource, Password | Format-
Table —HideTableHeaders

When one payload is not enough

The analyzed incidents mentioned in the first section of this article above are based on the Elephant
Framework and use the same kill chain, except for an incident involving a faked copy of Bitdefender
software. On March 11th, 2022, a phishing campaign was reported by CERT-UA that included instructions
to download a fake Bitdefender antivirus product.

From: ov.ua Sent:  Thu 3/10/2022 3:25 PM
To: ov.ua

Cc
Subject: Yeara !!!!

—i Message * IncTpyxuin 3 anTmeipycHoro saxncry.doc (44 KB) * IncTpykuin kopuctysavis.doc (42 KB)

» &1

B ymopax 36poitHoi arpecii PO ¢ikcyerhes 3HaYHa AKTHRIZAIIA KOMITIOTEPHHX aTaKk Ha iHGopMaiiiHi CHCTEMH YKPATHCBKOTO CErMeHTa Mepeiki
InTepHer.

BimnmosinHo no 3akoHy Ykpaiau " IIpo saxueT indopmManii B iHpopmartiiiHo-TeTekoMyHIKalliliHHX cHeTeMax " Ha mijcTaBi pimenns PHBO Vkpainu Bix
06.03.2022 poky Jlep:kaBHOIO CIyKG0I0 CHENialbHOIO 3B'A3Ky cninbHo 3i Cayxbolo Ge3nexkn Yikpainu 3a ¢inancopoi niarpumkn Ypaxy Opanmii
MPOBOJATHCA 3aX0/IH MIOAO 3MilHeHHA iHGopMamiiiHOi Ge3nekn.

3 METOIO BHK/IIOUCHHA 3arpos acpskaBHii Oeaneni Ykpainu Ta 3abe3neucHHA 3aXHCTY 1HGOPMaLIiTHHX pecypPCiB OpraHiB BiIalH, OpraHisaiiii Ta ycTaHOB
yeix ¢dopM BracHOCTI HeoOXiIHO JOTPHMYBATHCA HACTYIIHHX PEKOMEHIaIlifi:

- BCTAHOBHTH JIOJIATKOBI KPHTHYHI OHOBJICHHA Ge3leKH onepaniiinoi cuetemu Microsoft Windows 3 nepeaBcTaHOBIEHHM cepTH)IKOBAHHM AHTHBIPYCOM,
JIOCTYIIHI JUIs 3aBaHTa)eHHs 3 odiniiinoro caity Bitdefender: ( https://forkscenter.fr )

- BHKOPHCTOBYBATH Ha BeiX o6'ekTax iHQopMalifiHO-TeleKOMYyHIKaiiiHOT Mepexi ceprudikosani CBY aHTHBIpYCHi 3acO0H 3 aKTYaTbHHMH
OHOBITEHHAMH;

- OpraHi3yBaTH HA CepPBepi eJIeKTPOHHOI NomTH (iNbTpalilo BXiqHOI eJIeKTPOHHOI KOPECIOHACHLIT Ha NIpeIMeT HAaABHOCTI CIIaM-IIOBiJOMICHE, a4 TAKOXK
CACKTPOHHHX JIHCTIB, IO MICTATH BKJIAJCHHA HACTYIIHOIO THIY: exe, bat, cpl, dll, jar, msi, ser Tomo;

- opranisysatu (inerpaniio Bxianoro seG-rpadiky 3 BHKOPHCTAHHAM KOHTCHT-(IIBTPIB COLIANBHEX MepeX i caiiTiB po3BakalbHOIO XapakTepy,
MOTEHILITHO HeGe3NeYHHX pecypeiB;

- MPOBECTH J0MAATKOBHII IHCTPYKTaXK cniBpoSiTHHKIB npo Moxauei "dimuurosi” ataku;

- YHHKATH BHKOPHCTaHHA cTOpoHHIX DNS-cepBepis;

- 03HAHOMHTH BiJINOBiJaIBHHX CIIBPOCITHHKIB 3 HATAHHMH IHCTPYKIIAMH.

BianoeizaneHIiCcTE 3a HCBHKOHAHHS BHKJIaJICHHX PeKOMEH/Iallifi NOK/Ia/JaeThCcd Ha KePIBHHKIB
OpraHiB BJIaJH, OpPraHizamii Ta ycTaHoB ycix ¢opmM BIacHOCTI.

Jlnst opraizauii B3aeMOii 3 po3caiyBaHHA KOMI'IOTEPHHX iHUHICHTIB 3BEpTATHCA 10 npoBiaHoro daxisua Jepxenewss'azky Kymukanopy JI.1.
(. r.ua).

The original phishing email. Source: CERT-UA
Below is the full text of this phishing email (loosely translated from Ukrainian):

An increased number of computer attacks on information systems of Ukraine was
detected since the beginning of the armed aggression of the Russian

Federation.

Under the Law of Ukraine "On Protection of Information in Information and

Telecommunication Systems" based on the decision of The National Security and
Defense Council of Ukraine dated 06.03.2022, the State Service of Special

Communications together with the Security Service of Ukraine, with the
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followed:

* Tnstall additional critical security updates for the Microsoft Windows
operating system with a pre-installed certified antivirus available for
download from the official Bitdefender website;

* Use SBU-certified up-to-date antivirus on all computers;

e Filter incoming e-mails on the e-mail server for the presence of spam
messages, as well as e-mails containing attachments of the following
types: exe, bat, cpl, dl1, jar, msi, scr, etc .;

e Filter incoming web traffic using content filters for social networks,
entertainment sites, and other potentially dangerous resources;

e Brief employees on the possible "phishing" attacks;

e Avoid the use of third-party DNS servers;

e Familiarize the responsible employees with the provided instructions.

Responsibility for failure to comply with the above recommendations rests
with the authorities, organizations, and institutions of all forms of

ownership.

To organize cooperation in the investigation of computer incidents, contact
the leading specialist of the State Special Service <REDACTED>.

The link to the “official Bitdefender website” points to the domain forkscenter[ . ] fr. This phishing
site spoofs the website bitdefender. fr, a version of the Bitdefender website localized in the French
language.
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The fake Bitdefender.fr website. Source: CERT-UA

All links on this fake website are downloads for the malicious file named
BitdefenderWindowsUpdatePackage.exe. Both France and Bitdefender have publicly declared
support for Ukraine, and this may be a reason why UAC-0056 chose this context for their phishing site
since this aligns with the focus of the spear-phishing email (i.e., to protect systems further due to the
heightened geopolitical environment after the invasion of Ukraine).
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Framework as described earlier. The second executable, One. exe, is a Cobalt Strike Beacon, which
deployed another Discord downloader, wisw.exe. Persistence was established by creating a startup link
called BitdefenderControl. lnk, which executes wisw.exe. Finally, the malware downloads
another executable, cesdf . exe, from Discord. Unfortunately, this file is not available for analysis, as the
download server was shut down. While the Elephant Framework deployment used
hxxp://45[.184.0.116:443 as the C&C server, the Cobalt Strike deployment used the C&C server
located at nirsoft[. ]me.

| EXE *| EXE > EXE
One.exe wisw.exe cesdf.exe
Cobalt Strike Beacon Discord 77
Downloader

EXE |GraphSteel

{ep Elephant
—_——— - ] —_—
had EXE EXE F k
Initial BitdefenderWindows A't-e": ramewor EXE |[GrimPlant
. Di
Compromise UpdatePackage.exe Downloader |
Launcher exe | Exe

Dropper.exe Java-SDK.exe
Launcher Downloader

Overview of two parallel deployments associated with the spoofed AV attack

Conclusion and Recommendations

The best protection against modern cyber-attacks is a defense-in-depth architecture. Start with reducing
your attack surface and employing automated controls to prevent most security incidents. For the few
incidents that get through your defenses, you want to lean on security operations, either in-house or
through a managed service, and leverage strong detection and response tools.

Integrated reputation services can stop an attack during multiple stages — from an initial phishing email,
through the execution of a previously unknown payload, through to the successful compromise and
subsequent call home to a C&C server.

Bitdefender Threat Intelligence (TI) is such a reputation service and can be integrated with your existing
security infrastructure using the REST API. The services are platform-independent and compatible with
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center (SOC).

Introducing the Experts | Bitdefender Managed Detection & Respo...

Indicators of Compromise

An up-to-date and complete list of indicators of compromise is available to Bitdefender Advanced Threat
Intelligence users. The currently known indicators of compromise can be found in the table below.
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2
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